
Java underpins the systems that move global commerce, safeguard financial transactions, power digital experiences, and keep mission-critical 
operations running day after day. Its combination of portability, security, stability, and an enormous ecosystem of tools and talent has made Java 
a long-term strategic asset for organisations. Azul’s 2026 Java predictions, collected from some of the most renowned Java Champions 
worldwide, outline where the industry is headed next, and why its influence across the enterprise is only growing stronger.

AI Will Accelerate Compute Demand for Java Workloads
By Simon Ritter, Deputy CTO, Azul

In 2026, the proliferation of AI-enabled features within enterprise software will drive a significant increase in compute demands for Java 
workloads. As AI becomes more deeply embedded in transactional systems — enhancing personalisation, automation, and real-time 
decision-making — Java applications that power core business functions will require greater CPU, memory, and throughput to keep pace. 
From intelligent supply chains to AI-assisted financial analysis, Java’s role as a mission-critical runtime will expand in both volume and 
complexity.

This shift will lead enterprises to rethink performance optimisation, infrastructure strategy, and scalability. Java platforms that support low-latency 
execution, high throughput, and massive heap sizes will become essential. To meet AI-era requirements, organisations will prioritise:

 •  High-performance Java platforms that minimise GC pauses and latency.
 •  Cloud-agnostic platforms to support distributed AI workloads.
 •  Real-time observability and tuning to handle dynamic AI inference loads

As AI adoption intensifies across industries, the infrastructure underpinning AI workloads must scale accordingly. Java’s ubiquity, performance advan-
tages, and cloud-native readiness position it to meet this surge — making Java platforms a strategic cornerstone of the AI-powered enterprise.

AI-Assisted “Vibe Coding” Will Explode — But Enterprise Java Developers
Will Be More Critical Than Ever
By Simon Ritter, Deputy CTO, Azul

By 2026, the rise of AI-assisted "vibe coding,” where developers describe features or behaviours in natural language and receive functional code 
snippets in return, will fundamentally reshape how software is prototyped and built. These virtual AI pair programming tools will allow teams to move 
from idea to execution faster than ever, creating an explosion of experimental applications, feature iterations, and new service layers across industries. This 
democratisation of code generation will accelerate innovation but also increase the surface area of complexity, especially in enterprise environments.

However, enterprise-grade systems — especially those built in Java — cannot be maintained by vibes alone.
 
 •  Compliance, performance, security, and scalability require rigorously engineered, reviewed, and tested codebases.
 •  Java remains the backbone or “glue” of enterprise IT and AI-generated code introduces unknown behaviours and dependencies.
 •  This makes Java developers indispensable as code custodians: validating AI-generated output, refactoring for maintainability,
       enforcing governance policies, and optimising performance under real-world workloads.

Java developers remain essential for their knowledge of system architecture, runtime tuning, and production-grade reliability will make their oversight 
indispensable stewards of software quality in the AI-assisted era.

Java Will Lead in Composable Business Architectures
By Pratik Patel, VP of Developer Relations, Azul

In 2026, enterprises will increasingly abandon rigid, monolithic application stacks in favour of modular, composable business 
architectures. These approaches allow organisations to rapidly assemble, disassemble, and reconfigure digital capabilities in 
response to evolving business requirements — whether that’s onboarding a new payments API, spinning up a logistics capability, 
or integrating a new analytics engine. Java’s microservices and container-first ecosystem will position it as the leading language
powering these architectures due to its unique strengths:

 •  A mature microservices ecosystem that supports modular development at scale
 •  Strong cloud-native integration through containerisation, orchestration, and CI/CD tooling
 •  Enterprise-grade reliability trusted in mission-critical sectors

As composable business becomes a C-suite and board-level priority, the need for reliable, scalable, and interoperable technology stacks will only grow. 
Java’s stability, broad adoption, and active ecosystem make it uniquely suited to serve as the connective tissue across modular enterprise systems. 

3 Java predictions
for 2026
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How is MPTC incorporating AI into its operations?

As a cybersecurity professional, I compare AI to a 
knife. It can be useful or harmful depending on how it's 
used. It can make processes faster and more effective, 
but it can also introduce a lot of risk.

Over the next three years, MPTC will focus on 
enhancing systems through AI and other forms of 
intelligent process optimisation. One area we expect 
to operationalise soon is real-time traffic analysis. 
This can help detect collisions and accidents, traffic 
congestion, speeding violations, stalled vehicles, and 
even the presence of people or animals on the road, 
which affects safety. With AI deployed, decision 
making and response will be faster.

We are also planning to move toward a fully 
barrierless expressway. We intend to remove toll 
plazas where vehicles queue to pay, allowing traffic 
to f low more freely. This will change how people 
travel. A barrierless set-up creates many opportunities 
enabled by AI, from precise vehicle identification and 
classification, which determines the amount a motorist 
will be charged, to dynamic pricing that adjusts in real 
time based on traffic and time of day, as well as fraud 
detection and enforcement to maintain fairness and 
efficiency.

There’s already a project team working on the 
design and the infrastructure required to implement 
the barrierless expressway.  ■

Lastly, enforcement. We put enforcement measures 
in place to ensure that policies are followed, access is 
properly managed, and compliance is maintained across 
the organisation. For example, in 2022 we defined our 
Logical Access Standard, which serves as our primary 
reference for all access governance and management 
processes. We added access-related topics to our 
security awareness training. We strengthened access 
provisioning by requiring at least two levels of approval 
before granting access: first the immediate superior, 
then the system owner.

We also enforced standard password complexity 
across systems and began conducting manual access 
recertification for critical and high-risk systems. 
These steps were implemented before 2023, when we 
recognised that manual processes could no longer 
keep up with the growing number of access rights and 
identities. In 2023, we automated identity security by 
deploying SailPoint.

By 2025, we had onboarded at least seven major 
applications and automated their onboarding and 
offboarding processes. Moving forward, we plan to 
continue onboarding more applications into SailPoint to 
automate not only onboarding and offboarding but also 
access certification. Our long term goal is to integrate 
the identity security platform with our ITSM tools and 
eventually with our security operations centre, giving us 
continuous visibility into identity security management.

At present, the turnaround time from access request 
to access provisioning has been significantly reduced 
because of the identity security platform.
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UAE Continually Refining 
National Standards

A key part of protecting IT 
infrastructure is the creation 
and regular updating of national 
standards. Under the CSC, the UAE 
has revised the UAE Information 
Assurance Standard, which sets 
mandatory governance, risk, and 
technical controls for government 
entities and critical service providers. 
The recently released Version 2 
updates requirements on cloud 
security, OT/IT convergence, incident 
reporting, and third-party risk, 
and sets a more current baseline for 
security practices across the national 
digital ecosystem.

Promoting best practices goes 
beyond regulation. The CSC develops 
public-private partnerships, 
including its work with Microsoft 
to build national cyber capabilities 
and support the exchange of threat 
intelligence and practical expertise. 
It also works with international 
bodies such as the International 
Telecommunication Union, hosting 
exercises like the Global CyberDrill 
to share methodologies and practices 
for national-level incident readiness.

The CSC runs awareness 
campaigns, training programs, and 
skills development efforts to build 
a "cyber-secure by design" culture 

UAE Cyber Security 
Council's National Role

U A E  C Y B E R  S E C U R I T Y  C O U N C I L

he United Arab Emirates (UAE) is expanding its use of AI, connected 
infrastructure, and digital public services, creating a broader set of 
systems that must be secured. As these environments handle more 

data and automation, cybersecurity has become a core requirement for national 
operations. The UAE Cyber Security Council (CSC) coordinates this security 
posture and ensures that digital projects across the country remain reliable.
His Excellency Dr Mohamed Al Kuwaiti, Head of Cyber Security for the UAE 
and Chairman of the CSC, emphasised that cybersecurity underpins all national 
digital ambitions. "Security is our mission, and we cannot achieve it without 
you," he told attendees during a keynote address at Expand North Star 2025 
held in Dubai.

The UAE Cyber Security Council has become the central body for defending 
the country's digital infrastructure under Al Kuwaiti's leadership. Appointed by 
the UAE Cabinet in 2020, he was given legal authority over national cyberspace 
and tasked with establishing a comprehensive framework to secure government 
and critical infrastructure networks. Central to this mandate is the development 
and execution of the UAE's national cybersecurity strategy. The Council 
oversees national policies, coordinates incident response, and aligns federal and 
local entities, critical infrastructure operators, and service providers around 
a common security baseline. This includes sectors such as energy, utilities, 
healthcare, banking, and government services, which are frequent targets of 
sophisticated cyberattacks. Al Kuwaiti has highlighted that the UAE faces tens 
of thousands of cyberattacks daily, and that the country's increasingly advanced 
infrastructure is designed to predict, detect, and neutralise many threats before 
they cause disruption.

T
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among government employees, 
businesses, and citizens. Through its 
standards, partnerships, and training 
efforts, the UAE Cyber Security 
Council supports national IT security 
work and encourages more consistent 
cyber governance practices across 
sectors.

Protecting a High-Growth Digital 
Ecosystem

The Council plays a role in helping 
the UAE maintain stability and trust 
as it expands its use of technology. 
Today, the country ranks number one 
in several global competitiveness and 
cybersecurity indexes, a position Al 
Kuwaiti links to cooperation across 
the ecosystem. "Because of you all, 
because of that great partnership, 
we continue to be number one," he 
remarked.

Under UAE Cabinet directives, 
the Council has applied nationwide 
cybersecurity authority and 
governance across "all Emirates and 
public entities" to support alignment 
and operational readiness.

As the UAE increases its use of 
AI, protection of infrastructure 
must extend beyond traditional 
IT environments. Critical 
services, including energy grids, 
transportation, healthcare, and 
finance, depend on reliable digital 
systems. Al Kuwaiti said that national 
security and critical infrastructure 
protection remain "one of the major 
things that we always focus on."

Smart Cities Need Smarter 
Cyber Defence

AI and automation sit at the 
centre of the UAE's smart city 
initiatives. As these systems become 
more advanced, cyberthreats also 
grow in complexity. The Council 
has responded by developing an AI 
security policy to support the safe use 
of these technologies.

Al Kuwaiti described the policy as 
balancing "ensuring safety, security, 
and privacy, at the same time, 
fostering innovation and creativity."

This approach allows start-ups, 
accelerators, and digital companies 
across the UAE to develop and 
deploy their work with security 
considerations factored into the wider 
environment.

A Culture of Cyber Awareness

Technology alone cannot create 
a secure digital environment; the 
people who use and manage these 
systems matter just as much. Al 
Kuwaiti highlighted the need 
for a strong security mindset: 
"Cybersecurity culture to us is a very 
important DNA in everything that 
we do."

Across government entities, 
private companies, and the wider 
public, the Council promotes 
awareness of cyber risks and supports 
efforts to strengthen individual and 
organisational readiness.

Empowering the Next 
Generation

One of the UAE's strengths is its 
young, tech-savvy population. The 
CSC runs initiatives to help students 
develop skills that contribute to 
national cyber capability.

Through its Cyber E71 program, 
"many senior design projects have 
turned into great start-ups, with 
graduates now leading innovations 
in defence, agent-based security, and 
critical infrastructure protection," Al 
Kuwaiti said.

These home-grown ventures add 
to the UAE's intellectual property 
base and support the country's long-
term goal of building sovereign cyber 
capacity.

Global Partnerships as a Force 
Multiplier

The Council treats collaboration 
as a central part of its approach to 
cybersecurity. Local companies such 
as G42 and Brey work alongside 
international partners to support 
knowledge exchange and technical 
capability. Al Kuwaiti described 
this cooperation as essential: 
"Cybersecurity is teamwork, and 
global collaboration is one of the 
major elements."

This multi-stakeholder approach 
helps the UAE anticipate new threats 
and respond to them more quickly.

Securing the Road to 2071

As the UAE moves toward its 
Centennial 2071 vision, cybersecurity 
continues to be a national priority. 
Whether addressing AI-related 
risks today or planning for quantum 
technologies in the future, the aim 
is to keep the country secure while 
supporting digital development.

Al Kuwaiti closed with a call 
for continued participation: "We 
cannot do this ourselves. We need 
everybody. Let us continue and build 
that mission together." Through the 
work of the Cyber Security Council 
and broader national cooperation, 
the UAE is developing not only new 
digital services but also the trusted 
foundations required to support 
them. ■
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Quantum Computing’s 
Next Frontier

manage, depends on operations remaining reliable for 
the duration of long, complex algorithms.

According to Thompson, the industry is converging 
on a common roadmap. She observed that most major 
quantum computing companies are targeting 100 to 200 
logical, error-corrected qubits by 2030. Logical qubits 
behave as stable units of computation, each supported by 
many physical qubits and continuous error-correction 
cycles. With only a few dozen logical qubits available 
today, reaching 100 would represent a major milestone.

Yet, as Thompson emphasised, hitting this threshold 
is merely the beginning. Once quantum computers reach 
around 10,000 logical qubits and can keep computations 
alive for a week – potentially achievable as early as the 
late-2030s - quantum computers will be able to run 
algorithms powerful enough to break RSA (Rivest-
Shamir-Adleman) public-key cryptography, which is 
the foundation of secure global transactions, encrypted 
communications, and much of the internet.

NANYANG TECHNOLOGICAL UNIVERSITY

The Dawn of Fault-Tolerant Quantum Computing

In Thompson’s view, the field has already entered an 
entirely new phase. “The era of fault-tolerant quantum 
computing began about two years ago,” she noted, 
describing one of the most important technological 
milestones since the invention of the transistor.

Fault tolerance matters because early quantum 
processors are unstable. Qubits, the quantum 
equivalent of classical bits, are highly sensitive and 
prone to decoherence, random flips, and noise within 
microseconds. Without error correction, large-scale 
computation is impossible. That barrier, Thompson 
argued, is now beginning to fall.

She explained that fault-tolerant quantum computing 
allows errors to be corrected during computation, 
ensuring accurate results even when the underlying 
hardware is imperfect. The long-term promise of 
quantum computing, particularly its ability to solve 
problems that classical computers cannot practically 

ccording to Associate Professor Jayne Thompson of Nanyang 
Technological University, the most significant shift in quantum 
computing is already happening. Fault-tolerant quantum 

processors are no longer theoretical. In her presentation at Tech Week 
Singapore, she outlined how recent advances in error correction, 
hardware engineering, and algorithm design have pushed the field into a 
phase where attacking modern cryptography, restructuring AI inference, 
and transforming scientific modelling are not distant possibilities 
but foreseeable outcomes with the new generations of fault tolerant 
processors.

Thompson, who also conducts research at the NTU College of Computing and Data Science 
and the Centre for Quantum Technologies, and who has worked across government labs and 
the quantum compiler development industry, described a technology that is still early but 
accelerating so quickly that organisations need to prepare now. Her assessment positions 
quantum computing as a shift with implications for global security, industrial R&D, and 
computational practice. Her message underscores that the timelines are shortening and the 
implications are imminent.
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to represent even 1% of total costs. 
The real challenges lie in precision 
control, chip engineering, scalability, 
and deep technical expertise.

She noted that quantum 
computing draws on physics, 
computer science, material science, 
and electrical engineering, and 
that commercialisation depends 
on integrating these domains into 
workable systems.

A Whole New Algorithmic 
Universe

While hardware attracts 
significant public attention, 
Thompson's background gives her a 
strong focus on algorithms, the true 
heart of quantum advantage. Early 

breakthroughs such as Shor’s algorithm were rare, but the 
landscape has expanded dramatically since the early 1990s.

She noted that “Shor’s was one of the first non-toy 
quantum algorithms,” adding that researchers have since 
developed “a lot of algorithms for linear algebra, Monte 
Carlo simulation, various tasks inside machine learning, 
algorithms for tasks inside simulation of different 
physical systems, and heuristics for optimisation.” These 
areas reflect the typical use cases of quantum computing 
and illustrate how widely algorithm development has 
progressed across scientific and industrial applications.

Thompson emphasised that quantum computation 
is not merely faster; it operates differently. Qubits exist 
in superposition, expanding the representational space 
exponentially. Two qubits form a four-dimensional vector; 
at 300 qubits the size of the associated vector exceeds the 
number of atoms in the observable universe. Yet only a 
limited number of classical bits can be extracted from this 
space, so quantum algorithms rely on interference patterns 
to direct computation towards meaningful results.

She illustrated this through a teaching example 
involving an exam: A student with only one bit of 
memory cannot store answers to two possible questions. 
A quantum student, however, stores both answers 
simultaneously in a superposition state, enabling a 
dramatically higher probability of success. This analogy 
reveals the deeper truth behind quantum advantage: 
Classical systems must prepare for all contingencies, but 
quantum systems need not choose in advance.

“Quantum mechanically, we have another option. We 
place the memory into a superposition,” she explained. 
“One part of the wavefunction stores the answer to 

“By the time we hit around 10,000 logical fault-tolerant 
qubits, RSA public-key cryptography will likely fall,” she 
warned. She added that the threshold could be even lower, 
noting that “the epoch could be as low as 4,000 logical 
qubits depending on the exact algorithm used.”

These thresholds could leave long-standing digital 
infrastructure vulnerable, including cryptosystems, 
financial exchanges, and other systems built over 
decades. She emphasised that migration to quantum-
safe systems needs to begin immediately.

Fragmented Hardware Landscape: With Good 
Reason

The quantum hardware landscape remains unusually 
diverse. Unlike classical computing, which converged on 
silicon CMOS, quantum computing has no universally 
accepted physical implementation. Organisations are 
pursuing superconducting qubits, trapped ions, neutral 
atoms, photonic systems, and topological qubits.

Thompson argued that this fragmentation is justified. 
Each modality comes with specific strengths and trade-
offs. She highlighted neutral atoms for their low noise 
and scalability, and superconducting qubits for their 
engineering maturity and fast gate speeds. She noted 
that companies such as Google already have error-
corrected superconducting qubits, and IBM’s roadmap 
places significant emphasis on this approach.

Some critics point to the extreme cooling 
requirements of superconducting systems. Thompson 
dismissed this as a negligible factor relative to overall 
investment, stating that liquid-helium cooling is unlikely 
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•  Energy-efficient materials
•  Biological modelling
•  Battery chemistry

As Thompson noted, “Quantum computing is expected 
to play a role in future simulation of chemical systems, 
as well as the design of materials and drugs.” Given the 
enormous R&D costs in these industries, even incremental 
improvements could generate trillion-dollar impacts.

2. Financial Services: Optimisation and Monte 
Carlo Simulation

Finance is poised to be one of the earliest sectors to feel 
tangible economic change. Quantum computing offers 
algorithmic speed-ups for:

•  Pricing financial instruments
•  Estimating risk
•  Portfolio optimisation
•  Monte Carlo simulations

Thompson explains that classical Monte Carlo 
simulations require roughly 1/ε² samples for accuracy ε, 
which quickly escalates computational cost. She noted 
that quantum algorithms use interference to achieve 
a quadratic speed-up, saying that “instead of needing 1 
million classical samples, we may need around 1,000 
quantum samples.” This represents a structural shift 
in computational economics rather than a marginal 
improvement.

Her presentation further highlighted that rare-event 
probability estimation, which is critical for financial 
stability, insurance modelling, and macroeconomic 
forecasting, can be quadratically faster on quantum 
hardware.

3. Cryptography and Cybersecurity

Perhaps the most urgent impact is in cybersecurity. 
Thompson was unequivocal: “Quantum computing will 
break the RSA public-key cryptography system.” It will 
also break elliptic-curve cryptography such as Diffie-
Hellman. The timeline is not abstract either. She warned 

question 1; the other stores the answer to question 2.” 
This reduces information waste, which she noted is a 
fundamental source of quantum efficiency.

Where Will Be The Early Impact of Quantum 
Technology?

The implications extend directly to real technologies, 
such as AI inference. Classical AI systems consume vast 
computational power, and projections suggest that by 
2030, 12% of the energy consumption in the US may 
come from data centres and AI [1]. This constraint is 
where quantum computation may offer a path forward. 
Thompson noted that “whenever a classical agent wastes 
information, we can produce a quantum agent with a 
smaller chip size and less memory, and we also potentially 
save energy in AI inference.”

This perspective emphasises the physical constraints 
shaping classical and quantum computation. Quantum 
computing does not merely perform the same 
computations faster; it changes the nature of what 
computation can be. There are five areas where the early 
impact of these developments is likely to be felt.

1. Simulation of Quantum Systems: The First and 
Biggest Wave

The earliest breakthroughs will likely arise from 
chemical simulation, materials science, drug discovery, 
and healthcare.

“If quantum properties affect macroscopic 
behaviour, and they often do, then quantum-level 
modelling becomes essential,” Thompson said. Chemical 
interactions are inherently quantum mechanical, 
and classical computers simulate them only through 
approximations that can become inaccurate for complex 
molecules. Quantum computers, by contrast, natively 
simulate quantum behaviour.

This ability could revolutionise:
•  Catalyst design
•  Pharmaceutical drug discovery
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that cryptosystems “must migrate in the next 10 years, or 
they will be vulnerable.”

This includes cryptocurrencies. When asked whether 
Bitcoin is at risk, her answer was blunt: “Yes, Bitcoin will 
have problems. It is based on the hardness of the discrete 
logarithm.”

4. Optimisation, Logistics, and Scheduling

Quantum computing could reshape the architecture 
of global supply chains. Optimisation under constraints 
such as scheduling flights, routing deliveries, or balancing 
grids falls naturally within quantum advantage territory. 

“We expect quantum computing to solve combinatorial 
optimisation problems, including optimisation on 
graphs,” Thompson noted. These capabilities could change 
logistics, manufacturing, transportation, and energy 
networks worldwide.

5. AI and Energy Efficiency

Thompson’s work on quantum-enhanced interactive 
agents points toward a future where quantum computing 
transforms AI inference.  “Quantum systems can be in 
many states at the same time. When a classical agent 
executes one sequence of decisions, it collapses into one 
future. But from a quantum perspective, we can evolve all 
possible future outcomes simultaneously,” she added. This 
allows machines to process uncertainty more efficiently, 
opening the door to AI that is more context-sensitive, 
energy-efficient, and powerful.

Scaling Challenges and the Path Ahead

The path from 100 to 10,000 logical qubits is not 
simply a matter of building larger chips. Quantum 
scaling requires improvements across the entire stack: 
qubit lifetimes, gate speeds, coherence, measurement 
precision, and error-correction throughput.

“We need very fast measurement capability to 
detect errors; fast decoding to determine what error 
occurred; and fast feedback to fix it before errors 
compound,” Thompson explained. Every modality, from 
superconducting to neutral atoms, faces unique challenges, 
and this diversity keeps innovation competitive.

Thompson also emphasised that commercial viability 
is not merely about hardware availability. Migration itself 
takes years. Companies must identify quantum-suitable 
problems, develop algorithmic expertise, integrate 
quantum compilers, and adopt hybrid quantum-classical 
workflows.

“If quantum computing is going to begin to have 

a major impact in about 10 years, then the migration 
must begin now,” she warned. The future belongs to 
organisations that start early.

Quantum Computing Still in Its Infancy, Yet Growing 
Exponentially

Quantum computing is, remarkably, only about 30 
years old. “We are about a century younger than our 
classical counterparts,” Thompson observed. Yet growth 
is accelerating. She cited Boston Consulting Group 
figures showing 50% year-on-year expansion of the 
global quantum computing market, with IBM pledging 
US$150 million into new technologies this decade.

Despite this momentum, the field is still defining its 
own trajectory. Thompson stressed that quantum scientists 
are not domain experts across all industries; meaningful 
impact requires close collaboration with end-users.

“End-users and domain specialists are the best 
people to help identify applications and remove pain 
points in workflows,” Thompson remarked. The shift 
she described comes against a backdrop of classical 
limitations that have shaped industrial practices for 
decades; once those constraints disappear, entirely new 
workflows may emerge.

This reflects a broader shift in how researchers and 
organisations understand what problems are solvable, how 
machines reason, and how digital infrastructure will evolve.

Quantum Computing Promises A Decade of 
Acceleration

The overall message is measured but unmistakable. 
Quantum computing applications are growing; they will 
be powerful, fast, and transformative. Quantum systems 
will not replace classical computers but will augment 
them through hybrid architectures. They will not 
immediately overhaul every industry but can reshape 
fields where classical computation is already at its limits.

The next decade will be shaped by how organisations 
prepare for quantum technologies, particularly in areas 
where classical systems already face fundamental limits.

Jayne Thompson’s core advice is clear: prepare now. 
The future of computation is already unfolding, and the 
organisations that adopt quantum thinking today will 
shape the technological world of tomorrow. ■

[1] How much energy will AI really consume? The 
good, the bad and the unknown, Sophia Chen, Nature 
https://www.nature.com/articles/d41586-025-00616-z  
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Building Smarter 
Hybrid Clouds

uring the "Managing the Hybrid and Multi-Cloud" panel at the Cloud & IT 
Infrastructure Frontiers 2025 conference, technology leaders across industries 
shared how they are confronting Asia-Pacific's most complex infrastructure 

challenges. The session revealed a distinct shift: As we move into 2026, the question for 
enterprises is how to architect digital infrastructure that is resilient, agile, and strategically 
aligned with business priorities.

Despite years of progress, the hybrid and multi-cloud journey remains fraught with risk. 
Vendor lock-in, uneven skill sets, and evolving data sovereignty laws remain challenging even 
for established organisations. The discussion underscored that success now depends on 
pragmatic design grounded in business reality.

From Cost to Profit

For Natalie Que, CIO and CEO for Southeast Asia and 
Northeast Asia at Kenvue, the cloud's role in the enterprise 
has continued to evolve. "Cloud is not a cost centre, but 
rather a profit centre depending on the use case," she said.

Intentionality, Que added, is critical. Not every 
workload belongs in the public cloud. In manufacturing, 
for example, legacy operational technology may be too 
costly or disruptive to migrate. The decision should start 
with the business problem: Where can cloud-native 
services, AI, and analytics create measurable value — 
through revenue growth, productivity, or efficiency gains? 
The goal is to direct investment to areas where technology 
generates real economic output.

Avoiding Vendor Lock-in

Several panellists raised a growing concern: the 
pressure from vendors retiring on-premises licences and 
mandating migration to their SaaS offerings. One panellist 
from a regional automotive group described this as being 
"held ransom by solution providers," noting how the shift 
can erode flexibility for smaller enterprises.

This dynamic, the panel agreed, makes multi-cloud 
adoption a strategic necessity. Tariq Shallwani, Global 
Technical Advisor for South Asia at Equinix, added that 
giving customers "optionality of vendors to use" helps 
them avoid such lock-in. He also noted that the company 
works closely with major cloud providers to make cloud 
on-ramps widely available, allowing enterprises to host 
data globally while maintaining portability, application 
performance, and compliance.

By distributing workloads across multiple providers 
and retaining hybrid capability, organisations can 
maintain flexibility and mitigate the risk of dependency on 
a single vendor's pricing or policies.

Rethinking Agility

Agility, the panellists emphasised, cannot be achieved 
by technology alone. True speed to value arises from the 
intersection of purpose, people, and process:

1. Use case and value metric: Is the application a 
differentiator or a commodity? That decision determines 
whether it's built internally or sourced as SaaS.

2. Organisational skill set: A candid assessment of 
talent and capability guides whether to build, buy, or 
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partner. How the people execute the workload is key.

3. Financial transparency: Multi-cloud environments 
can improve visibility by isolating development from 
production or critical from non-critical workloads, giving 
CFOs clearer accountability over OPEX and budgeting.

Data and the AI Challenge

As the discussion turned to AI, the panel agreed that 
data strategy now underpins competitive advantage. 
Developing models in the cloud may be straightforward, 
but productionising them requires a clear grasp of 
governance and control.

Two imperatives emerged:

1. Data sovereignty and control: With tighter 
regulations sweeping APAC, enterprises must know 
precisely where data resides and how it's used. The 
conversation is shifting from storage to utilisation, 
particularly how enterprise data may be used to train 
shared models that could advantage competitors.

2. The rise of synthetic data: By 2030, synthetic data 
could surpass original data in volume, one speaker 
noted. This raises questions about truth and provenance. 
Enterprises must enforce governance mechanisms to 
verify the authenticity of insights driving their operations.

Cloud Security in Focus

The panel also discussed security, noting that its 
complexity deepens in a distributed cloud environment. 
It can no longer be an afterthought; it must be embedded 
into every layer of design and operation, beginning with 
fundamental practices that reduce risk.

Around 80% of security incidents can be prevented 
through consistent operational discipline. This includes 
educating employees, enforcing strict access controls, and 

maintaining business continuity and disaster recovery 
(BCP/DR) plans that prioritise prevention and response. 
The panellists agreed that these fundamentals are often 
overlooked, even though they address the majority of 
vulnerabilities enterprises face today.

Beyond internal controls, the modern enterprise 
must account for an extended ecosystem of dependencies. 
Every third-party SaaS platform, data intermediary, 
or integration partner adds a new dimension to the 
organisation's risk profile. Contracts should therefore 
include a "right to audit" clause to ensure these partners 
uphold the same standards of governance and security as 
the enterprise itself.

Finally, as data moves across multiple clouds, visibility 
and control become critical. Shallwani added that secure, 
direct interconnection between environments — with 
observability and discoverability enabled — helps track 
and reduce exposure points and ensures data travels 
through fewer pathways. This approach, he said, reflects 
a broader industry shift toward strengthening trust and 
resilience in distributed infrastructure.

Strategy Over Convenience

The panel closed on a unifying message: Hybrid and 
multi-cloud success demands discipline. Every decision, 
from workload placement to vendor contracts, must serve 
a measurable business outcome.

The participants urged enterprises to confront the hard 
questions: What is the actual value being created? What 
are the risks, from vendors as much as from cyberthreats? 
Does the workforce have the capability to deliver? And 
where does the data truly live?

These insights show that the future of enterprise 
cloud in Asia-Pacific will belong to those who design for 
flexibility, control, and long-term alignment between 
business and technology. ■
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Heavy Industry's
Frontier
Tech Shift

ingapore's manufacturing sector is entering a phase where long-
established industrial firms must rethink how they organise their 
operations, talent, and technology if they want to extract real value 

from AI, automation, and other frontier capabilities. OMS Energy Technologies 
(OMS), a Singapore-based supplier of surface wellhead systems and oil 

country tubular goods for the upstream oil and gas sector, illustrates how legacy heavy-
industry players are reworking processes, culture, and business models to remain competitive 
in an environment defined by digital precision rather than mechanical familiarity.

How Meng Hock has been Chief Executive Officer of OMS since 2014 and now also serves as 
Chairman of the Board. He previously held roles at Vetco Gray (later part of GE Oil & Gas), 
Cameron International (now part of SLB), and Sumitomo Corporation before leading the 
management buyout of OMS and steering its United States listing.

In an interview with Frontier Enterprise, How outlines how OMS is pursuing operational 
improvements and business transformation with new technologies, and the practices that 
Singapore's legacy heavy-industry companies can adopt to accelerate their own progress.

How are Singapore's legacy heavy-industry 
companies using frontier technologies to improve 
operations and customer experience?

The way forward for heavy industry companies is 
using AI for manufacturing to improve efficiency, cost 
management, and creating new business opportunities.

Areas being worked on include quality assurance, 
operations optimisation, predictive maintenance, 
prototype designing, real-time analytics and remote 
monitoring, and automation to reduce hazardous work 
handling, which improves safety.

Where are Singapore's heavy industry companies 
lacking in their application of frontier technologies 
and where can they find quick value?

The lack of application mostly comes from limited 
knowledge of how to adopt the technologies, lack of talent 
or skill sets, or a lack of data integration. As a result, quick 
value tends to come from the same operational areas 
already being explored: quality assurance, operations 
optimisation, predictive maintenance, prototype 
designing, real-time analytics and remote monitoring, as 
well as automation to reduce hazardous work handling, 
which improves safety.

Another area is additive manufacturing, where rapid 
prototyping and spare parts production can cut lead times 
and inventory costs.

OMS ENERGY TECHNOLOGIES

Photo courtesy of OMS Energy Technologies .

Photo courtesy of OMS Energy Technologies .
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How is OMS using frontier technologies to 
transform its business?

Today we are adopting additive manufacturing for our 
operational needs and using it to prototype how specific 
parts can be applied to our product offerings. We are also 
looking into detection and quality monitoring for CNC 
(computer numerical control) threading, which is the 
automated machining process used to cut precise threads 
on pipes and connectors, and a smart energy management 
system to monitor real-time energy consumption at the 
equipment and shop-floor level, enabling us to identify 
inefficiencies and optimise energy usage.

How has adopting frontier technologies created 
innovation and new value at OMS?

The adoption of frontier technologies enables OMS to 
look deeper into operational efficiencies, reducing cost, 
improving product quality, and enhancing safety in the 
working environment.

It is also an opportunity to prototype new designs 
without incurring high cost and wastage. Frontier 

technologies now allow us to explore remote inspection 
using robotics of our installed bases instead of risking 
personnel at well sites. This also supports our learning in 
sustainability, especially in energy management.

What does OMS's technology stack look like today, 
and what changes are anticipated?

The tech stack in OMS is quite low, and I foresee higher 
AI integration at scale in terms of operational efficiencies, 

design optimisation, predictive maintenance, and using AI 
in core workflows. In green energy and sustainability, we 
plan to move business lines into the renewal sector as an 
addition to the legacy business sector. From a regulatory 
compliance point of view, we plan to develop stronger 
frameworks to address cyberthreats.

Business objectives driving these changes will include 
productivity and cost efficiency, innovation and growth 
in terms of product and service expansion, customer 
base expansion, and meeting sustainability goals, with 
alignment to green initiatives under the Smart Nation and 
Green Plan frameworks.

What does Singapore need to transform its heavy 
industries with frontier technologies?

Expanding incentives and funding is key. However, 
driving awareness and encouragement strategies 
is equally important. Strengthening public-private 
partnerships, such as with SIMTech/A*Star, and building a 
talent and skills pipeline are also crucial.

What challenges do legacy heavy-industry 
companies face when shifting from mechanical 
operations to digital precision?

Skill gaps are a major challenge, as employees are 
highly skilled in mechanical engineering but lack 
expertise in data analytics, AI, and digital systems. 
Upskilling at scale is a major hurdle. Transitioning 
requires significant investment in hardware, software, 
and cybersecurity, often competing with other capital 
priorities in asset-heavy industries. Legacy organisations 
tend to have deeply ingrained processes and risk-averse 
cultures, making adoption slow and met with scepticism.

What role do frontier technologies play in the 
shift to digital precision, and what approach is 
needed for this transition?

Upskilling the workforce is essential. Mechanical 
expertise must evolve into digital competency, such as 
training in AI, analytics, and automation.

Identifying areas where these technologies can deliver 
quick wins or low-hanging fruit, such as predictive 
maintenance and smart manufacturing, is also important. 
Partnering with organisations like SIMTech/A*Star and 
higher-learning institutions to identify projects and 
opportunities is equally important. ■

Photo courtesy of OMS Energy Technologies .
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How IT Infrastructure 
Is Changing

t Jicara Media's Cloud & IT Infrastructure Frontiers 2025 conference in Singapore, 
industry leaders confronted a set of pressures that are reshaping infrastructure 
strategy faster than most organisations can reorganise around it.

Their discussion centred on the changes already taking hold: hybrid cloud as a default 
architecture, the economic limits of large-scale AI infrastructure, the redefinition of 
engineering roles, and the long runway before quantum computing affects commercial IT. The 
panel's exchanges outlined where current assumptions about cloud, AI, and talent may no 
longer hold.

Evolving IT Foundations: From On-Premises to 
Hybrid Cloud

Organisations continue to shift from traditional on-
premises systems to more dynamic cloud environments, 
with hybrid models becoming the dominant architecture.

One panellist, a technology advisor at a Singapore-
based institution, said most organisations now operate in 
hybrid, multi-cloud environments. Going fully cloud or 
fully on-premises is often neither feasible nor desirable due 
to data residency requirements, cybersecurity concerns, 
and risk mitigation considerations. The panellist also 
cautioned that geopolitical events could affect cloud 
resilience, noting that organisations must account for 
scenarios in which a cloud provider could withdraw 
services due to political pressures, making contingency 
planning essential.

Another panellist, a senior technology executive at a 
multinational insurer, described cloud evolution through 
a three-tier model: public cloud for elasticity, private 
cloud for sovereignty, and edge computing for experience. 
The insurance executive noted that sovereign clouds and 
industry-specific clouds, particularly in financial services, 
healthcare, and manufacturing, are increasingly becoming 
strategic priorities.

AI Infrastructure: Balancing Innovation and 
Economic Reality

As AI becomes mainstream, powering everything 
from agentic assistants to automated decision systems, the 
infrastructure required to support it is expanding at speed. 
The challenge lies in balancing ambition with return on 
investment.

The insurance executive highlighted the scale of 
investment behind the AI boom, citing estimates of US$7 
trillion in data-centre investment over five years, with 
US$5 trillion directed toward AI-related infrastructure. 
They stressed that organisations must scrutinise the 
business case for AI initiatives, noting that investment 
decisions increasingly hinge on clear value, while many 
pilot projects fail to reach meaningful adoption.

The technology advisor noted that internal AI 
data centres will remain viable only for a minority of 
institutions due to cost and rapid obsolescence. AI data 
centres, the panellist said, can cost hundreds of millions of 
dollars, leading most organisations to adopt a GPU-as-a-
service model instead.
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Workforce Disruption: Automation, Reskilling, and 
the Future of Expertise

AI's capability to automate technical tasks raises 
questions about the future of traditional infrastructure 
and software roles. While many fear displacement, the 
panellists agreed that transformation, not disappearance, 
is the likely outcome.

The insurance executive said roles will evolve rather 
than disappear. They noted that AI adoption remains 
slow, with roughly 10% of initiatives progressing from 
pilot to production, and that legacy systems still require 
experienced engineers. Reskilling, they said, will be 
critical.

The technology advisor anticipated a steady decline 
in manual infrastructure roles as autonomous systems 
mature. Monitoring and patching functions, the advisor 
said, are increasingly becoming autonomous, reducing 
the need for traditional infrastructure work. Over time, 
demand is expected to shift toward architects and system 
designers.

These changes also raise questions about how future 
talent should be prepared. The technology advisor 
argued that the conventional education model is under 
pressure, suggesting that the value of a university degree is 
declining as technical knowledge becomes more accessible 
online. The advisor then noted that adaptability and 
practical competencies, including soft skills, may become 
more important than formal credentials.

Quantum Computing: Emerging Potential, Slow 
Timelines

While quantum computing remains an area of global 
investment, its practical impact on enterprise IT is still 
years away.

The technology advisor said quantum computing 
is still largely in the research phase, with most 
current activity focused on developing quantum-safe 
cryptographic systems.

The insurance executive agreed, emphasising that 
quantum computing is more likely to supplement rather 
than replace classical computing.

Infrastructure Outlook: What Comes Next?

Asked to describe the future of IT infrastructure 
succinctly, the panellists offered markedly different 
interpretations of the road ahead. One described the 
landscape as highly commoditised, pointing to ongoing 
consolidation and standardisation. Another said the 
years ahead would be full of surprises, arguing that 
organisations must remain open-minded, agile, and 
adaptable as operating models continue to evolve.

Taken together, these views point to an ecosystem 
shaped by automation, consolidation, personalisation, and 
constant evolution, requiring technology leaders to remain 
resilient, flexible, and prepared for the unexpected. ■
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Closing Cloud Blind Spots 
in APAC Security

loud security in APAC is being strained less by headline-grabbing attacks than by something more 
fundamental: Organisations cannot see enough of their own environments to secure them. From 
software supply chain gaps to multi-cloud blind spots, this visibility deficit shaped the conversation 

at Jicara Media's Cloud & IT Infrastructure Frontiers 2025 conference, where leaders from Lendlease, 
Advance Intelligence Group, and the public sector examined why long-standing assumptions about cloud 
safety no longer hold, and what it will take to close those gaps.

"For the good guys, there's just so much to look at in terms of the attack surface, the application connectivity, 
and the many areas in our systems that we need to close up. For bad guys, they need to find just one hole and 
they win," noted David Tay, Chief Information Officer, Asia, Lendlease.

Limited Visibility

As organisations move to the cloud, security of the 
underlying infrastructure and software supply chain is 
often treated as a given, yet recent breaches have exposed 
clear weaknesses. Incidents involving exposed credentials, 
compromised software dependencies, and attacks on 
widely used code repositories highlight how many blind 
spots remain.

A public-sector panellist observed that these gaps 
aren't limited to any single industry, including healthcare. 
"There are many parts that we don't see. Even with the 
software we use, we assume they are error-free and cannot 
be compromised, but we don't know for sure," they said.

Blind spots remain one of the most persistent 
challenges for CISOs, as organisations cannot protect what 
they cannot see, said Shishir Kumar Singh, Group Head of 
Information Security at Advance Intelligence Group.

"One advantage fintechs have is that they are largely 
born in the cloud. Early on, their attack surface was 
primarily workload-centric," Singh noted. "Today, 
however, attackers are increasingly exploiting 
misconfigurations and identity-related weaknesses."

To address these risks, many organisations are 
adopting a "shift-left" approach to security, embedding 
controls earlier in the development lifecycle. However, 

Singh cautioned that the reality is often more complex 
than it appears.

"In practice, we still see issues such as API keys 
being exposed within workloads, or identities being 
compromised because the right configurations were 
not enforced," he explained. "A significant proportion 
of successful exploits stem from these basic but critical 
gaps."

Regulatory Hurdles

Different countries have different rules on data 
protection, and even organisations operating across 
multiple markets can encounter unexpected regulatory 
complexity when entering China. According to Tay, 
Lendlease needed to comply with three different 
regulations.

"The equivalent of Singapore's PDPA is China's PIPL, the 
Personal Information Protection Law. On top of that, they 
have a separate data protection law and a cybersecurity 
law, so we said we would comply with all three. To show 
our compliance, we needed certification under their MLPS 
(Multi-Level Protection Scheme). This certification process 
took time before we were compliant with all three laws," he 
recalled.

The lesson, Tay noted, was to start early, understand 
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the regulatory landscape in each market, and allocate 
sufficient time to meet local compliance regulations.

The public-sector panellist emphasised the importance 
of clear dataset classification to support an adaptable and 
compliant cloud strategy.

"From there, we will see which datasets could be 
processed extra territorially outside Singapore, and which 
ones must reside and be processed locally. If we have those 
rules, it will be easier, because there will be no grey zones," 
they remarked.

Regulatory constraints add another layer of complexity 
for fintechs, particularly in emerging markets. Singh 
pointed to Indonesia as an example, where cloud options 
were historically limited.

"Back in 2019, AWS did not yet have a local data centre 
region in Indonesia," he said. "As a result, fintechs had to 
choose between smaller local cloud providers or running 
parts of their infrastructure on-premises."

From a CISO's perspective, this multi-cloud and hybrid 
reality makes achieving end-to-end visibility challenging.

"This is where many security teams struggle," 
Singh observed. "They lack a single control plane that 
allows them to see and manage risk consistently across 
environments."

AI Challenges

As AI adoption accelerates across the enterprise, 
responsible usage has become a central concern, especially 
as the technology evolves rapidly.

"To set guardrails, you first need clear data 
classification, whether the data is public, restricted, or 
confidential. If this is not established before implementing 
guardrails, you already have a problem," Tay emphasised.

He added that internal 
stakeholders need clarity on basic 
practices to ensure use cases run 
smoothly.

"How do you teach people to 
structure their prompts correctly? 
For example, in our database, which 
contains 5,000 projects worldwide, 
we classify them as either completed 
or in progress. Then somebody will 
search for incomplete projects, and 
the database will return zero results, 
because we never use the word 

incomplete as it has a negative connotation. Then they will 
say it's a lousy system, because they don't get the reports," 
Tay explained.

The public-sector panellist emphasised that 
organisations need to be deliberate about what they intend 
to use AI for.

"Trying to have one mega AI is challenging because the 
model becomes so complex. It is easier to have a modular 
AI for manageability," they said.

Cloud Evolution

Over the next five years, the cloud landscape may 
change significantly. Whether long-standing security gaps 
will be resolved and how deployment models will evolve 
formed a key part of the discussion.

Looking ahead, Singh believes the role of zero trust in 
cloud security will continue to expand. "The framework 
itself is evolving," he said. "Today, zero trust is still largely 
centred on users, identities, and access. Over time, it will 
become far more granular, extending to APIs and other 
cloud components that are increasingly critical to modern 
architectures."

The public-sector panellist highlighted the potential of 
more advanced automation for cloud security.

"We know about automation and self-healing 
networks, but the next level will involve more advanced 
logic in the form of agentic AI that can look after our cloud 
infrastructure around the clock," they noted.

Tay pointed to emerging techniques that strengthen 
the security of cloud computing. "We have talked about 
encryption at rest and encryption in transit. Now there is 
a new technology called confidential computing, where 
the data remains encrypted even during processing. 
That's exciting for me, because it protects our consumer 
information," he said. ■
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Building at Scale
with Local Technology

rom a food delivery start-up, Delivery Hero has 
since transformed into a US$12.8-billion super 
app operating in around 70 countries across Asia, 

Europe, the Middle East, Africa, and Latin America. According 
to co-founder and CEO Niklas Östberg, the company's 
success has been anchored on a singular focus since day one.

"Both the culture and the structure that we've built is 
focused on the consumer. Every action we do should be the 
preference of the consumer and that goes through the whole 
organisation in every market," he said during a fireside chat at 
the Expand North Star Dubai 2025 conference.

Having already acquired over 30 companies, including 
Foodpanda and Talabat, where is Delivery Hero headed in 
the next five years? And what is powering that vision for the 
future?

Early Days

Back in 2008, there was no Wi-Fi and ordering food 
through mobile apps was unheard of. Focusing only on 
food, Delivery Hero treated every single order with care 
and passion, the CEO recalled.

"Over time, we built out the logistics part. We realised 
that customers also wanted to have groceries. We also tried 
to perfect the experience by building our own kitchens, 
solving payment infrastructure, trying to solve for retail 
experience, and so on, so we have built up from being a 
food marketplace to more of a super app of anything you 
want," he said.

As the company scaled, Östberg noted the one element 
that grew their user base into what it is today — trust.

"We had to deliver a good experience — that's where it 
starts. We built a very good food delivery experience first, 
and people trusted us for doing that. Once we started with 
groceries, retail, gifting, and so on, they also trusted us 
there, and they gave it a try. I think the only way we can do 
it successfully is that we wow the customers every time, 
and that's why we built our own stores and warehouses, 
such that we can deliver thousands of SKUs in a matter of 
minutes," he said.

AI Thrust

Like many businesses, Delivery Hero has also realised 
AI's potential to speed up innovation. Delivering more 
than 10 million orders a day, Östberg said a robust 
and agile infrastructure was needed to support their 
operations.

One area where they have experimented with AI is in 
their app's user interface. According to the CEO, customers 
can input natural language queries, such as "I don't want 
peanuts," for example, and the app would recommend 
foods without peanuts.

DELIVERY HERO 
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"We even built an example with Talabat where we're 
shopping, and users can say, ‘I want to cook a tiramisu, 
or I want to do a Chicken Tikka Masala. What do I need 
to order?' and it already places the ingredients in the 
basket. We have done different experiments on how we 
can actually enable the consumer to get more," Östberg 
explained.

Amid all these, the CEO stressed that the biggest value 
they can deliver to customers is enabling low costs and 
high degrees of item availability.

"Every single second that we can save is millions of 
savings that we can pass on to consumers," he said.

Market Strategy

According to Östberg, the Middle East is a big market 
for the company — evidenced by its acquisition of Talabat 
in 2015. He describes the region as "technology-savvy."

"The region values service, and our core belief was that 
we have to always deliver the best customer experience, 
and for the best customer experience, you have to get the 
local teams to work in the market. That's why we built a lot 
of local technology, hired local teams, so that there would 
be local ownership and accountability," he said.

While hiring local teams per market costs more, the 
chief executive noted that it delivers a huge difference 
to consumers, the value of which is greater than the 
expenses.

"The complexity is managed a lot from a local level, 
where they know the consumers, and that's what's very 
different between us and other companies," he said.

Future Transformation

Five years onwards, Östberg said the company will be 
a lot different from what it is today, but consumers won't 
notice each individual step.

"When you look back one month, one quarter, or 
maybe one year, you'll be like, ‘it got a little bit better,' and 
then two years, it gets a little bit better, and then you look 
suddenly back five years and realise, ‘what just happened?' 
That's how I see innovation happening. It's rarely this one 
moment to another. Better means you will get it cheaper, 
faster and have more product choice at your fingertips, and 
it will be easier to order," he explained.

Further, the company ensures that it can cover more 
restaurants in a better way, giving them advice on how 
they can cook better, serve better, be faster, optimise the 
dishes, set up a new store, or maybe move into one of their 
kitchens.

"We also run 800 kitchens here in the Middle East to 
give consumers more choice. With AI, we also help them to 
optimise their business," Östberg concluded. ■
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Syria's Digital 
Infrastructure
Rebuild

bdulsalam Haykal, the Syrian Arab Republic's Minister of 
Communications and Information Technology, is driving a plan to 
rebuild the nation's digital infrastructure and reconnect Syria to 

global economic activity after years of underinvestment and disruption.

Speaking at the Expand North Star event in Dubai, he urged investors to join Syria's effort to 
build a new, future-proof infrastructure: one that can help restore the country's long-standing 
spirit of resilience and entrepreneurship. He outlined how Syria's position on a route linking 
Europe and Asia, combined with plans to raise its average internet speed from about 800 kbps 
to gigabit levels, could make the country a viable regional hub for data and connectivity.

What public-private partnerships will drive Syria's 
digital infrastructure rebuild?

Our objective is to unlock an opportunity for global 
investors that also serves our national interest by building 
an infrastructure backbone for modern IT operations. 
Syria's geographic position is a strategic advantage. 
Currently, most international submarine cables pass 
through the Red Sea, carrying around 17% of global traffic 
and 90% of Europe-Asia traffic. That creates a potential 
single point of failure. Hyperscalers and countries alike 
need to diversify their routes for better reliability, stronger 
SLAs, and improved performance.

The Syrian terrestrial route offers a significant 
shortcut, about 6,000 to 7,000 kilometres shorter for a 
round trip. That translates into a latency saving of 30 to 35 
milliseconds. To put it in perspective, users begin to notice 
lag on a WhatsApp call at around 100 milliseconds and 
start complaining to their ISPs at about 250 milliseconds. 
A saving of 30 to 40 milliseconds is substantial. It could, 
for instance, enable a surgeon in London to operate on 

a patient in Riyadh using a medical robot that responds 
almost instantly.

Syria therefore provides a viable alternative route that 
is attractive for infrastructure investors. Just last week, 
all five major internet companies in the region were in 
Damascus presenting their final pitches for this project. 
We will begin negotiations with one of them in about 10 
days and expect to award the project soon. Construction is 
estimated to take about a year, and it will improve internet 
access for Syrians, lifting speeds from around 800 kbps 
today to gigabit levels.

Our ambition across the government is to build a 
future-ready Syria. This means deploying up-to-date 
technology in government services, including AI, which 
requires data centres, AI computing capacity, and the 
presence of hyperscalers. We are already receiving 
inquiries from companies planning for 2030, despite 
current export controls.

MINISTRY OF COMMUNICATIONS AND INFORMATION 
TECHNOLOGY OF SYRIA
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Our strategy also involves a transition into two other 
critical infrastructure areas. We are launching a pilot 
project for fibre broadband. Syria currently ranks in 
the bottom five globally for mobile connectivity and 
the bottom three for broadband. We aim to move from 
800 kbps to 1 gigabit per second. After years of being 
disconnected, we aim to harness Syria's long-standing 
entrepreneurial and resilient character. This is a nation 
that has continued to produce talent despite immense 
challenges. Our role in government is to help restore that 
mercantile and entrepreneurial drive, and to support 
Syrians in combining technical skill, commercial 
experience, and a global network.

We are also undertaking a major transition in our 
mobile network over the next three to six months, with 
new partnerships to be announced. Ultimately, we want to 
equip Syrians with the tools of the 21st century.

How is the Syrian government fostering 
entrepreneurship and innovation?

We have a dedicated unit at the ministry focused 
on start-ups and innovation, and we are addressing the 
challenge from several angles.

The first, and most critical, is legislation and 
regulation. Syria is currently a very difficult country in 
which to operate. It is hard to start a company, launch a 
product, or even open a bank account. Part of this is due 
to long-standing American measures that place Syria in 
a small group of nations subject to very strict technology 

export controls, some dating back 
to 1979. Beyond these external 
challenges, we are working on 
internal reforms to make it easier to 
start businesses and attract funding.

Access to capital is crucial. We 
are working with the Minister of 
Finance on regulations for venture 
capital funds and funds of funds. 
We have already launched a Syrian 
angel network, which has secured 
commitments of around US$22 
million and has already deployed 
about US$2 million to US$3 million 
into start-ups. We are also in 
conversation with regional funds 
of funds to contribute to these 
mechanisms.

We are fostering incubators and 
accelerators, leveraging Syria's base of 

10 universities with strengths in science, technology, and 
mathematics, all with labs. The output we expect is deep-
tech innovation, in areas such as robotics and advanced 
algorithms, built on an accumulated heritage of talent.

The question is how to encourage people to pursue 
their ambitions and create opportunities for global 
funds to partner with the Syrian market. We are actively 
building this environment. Some holistic reforms take 
time, but we are pushing ahead with a collaborative 
approach.

At the same time, we are driving digital transformation 
in government. We are developing apps to make citizen 
services more efficient and digital, removing the need for 
travel and queues. This is a key focus for delivery in the 
coming months. That digital push creates opportunities 
for entrepreneurs in last-mile services, e-commerce, and 
related areas.

Our vision for the next three years is to see active 
collaboration between Syrian start-ups and global 
businesses. Many regional successes were started by 
Syrians who are now exploring a return. This moment 
is unifying for Syrians. After years of anticipation, 
people are coming forward with their time and capital 
to contribute. Our role is to make space for that energy, 
provide a platform, and enable them to grow, helping the 
country grow with them. ■
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